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Fast Facts about UMD’s Reliability Engineering 
program & Center for Risk and Reliability

500+
Graduates since 1991

4+12
Core, and Affiliate 
Faculty

6 
Cutting-Edge Research 
Laboratories

• Systems Risk and Reliability Analysis Lab 
(SyRRA) 

• Probabilistic Physics of Failure and 
Fracture 

• Cybersecurity Quantification Lab
• Risk And Decision Analysis Lab (RADA)
• Design Decision Support Lab
• Risk-Informed Solutions in Engineering 

(RISE)

4 
Degrees Offered         
(Ph.D. M.S., M.Eng, Certificate)

The #1 Reliability Engineering program in the U.S. (Source: Scopus) 

2Copyright, Katrina Groth, 2025



Reliability engineering & quantitative risk assessment 
(QRA): structured processes to support decision-making

 By building understanding of:

 What the system is supposed to do 
(performance)

 The sources, causes, and 
likelihood of failures (physics-
based, human, computational, etc.) 

 Priorities & strategies to reduce 
failure (e.g., design, operation, 
maintenance)

 Offers the opportunity to identify & 
proactively change systems & practices 
throughout the lifecycle

3Modarres & Groth, Risk and Reliability Analysis, 2nd Edition, CRC Press, April 2023.
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Application areas for reliability engineering
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Nuclear Power

Hydrogen fuel 
& vehicles

Hydrogen 
infrastructure

Pipelines

Defense

Civil 
Infrastructures

Aviation & 
space Transportation

Manufacturing
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Hydrogen is here – enabled by 
unprecedented national investment

Includes $9.5B for clean hydrogen:
• $8B - regional clean hydrogen hubs
• $1B - electrolysis
• $0.5B - manufacturing and recycling

Bipartisan Infrastructure Law

Includes significant tax credits 
(e.g., up to $3/kg for clean H2 production)

Inflation Reduction Act

U.S. DOE, “National Clean Hydrogen Strategy and Roadmap,” U.S. Department of Energy, 2023

Reduce 50% U.S. GHG emissions by 2030
Net zero GHG emissions no later than 2050

Clean Hydrogen Production
 10 MMT by 2030
 20 MMT by 2040
 50 MMT by 2050

Greenhouse Gas Reduction
 10% reduction economy-wide

Economic Impact
 100,000 new direct / indirect jobs by 2030

U.S. Goals

5
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The hydrogen technology is global

Colorado, USA (2014)Toronto, Canada (2012) Munich, Germany (2016)Tokyo, Japan (2015)

Maryland, USA (2019) New York, USA (2023)

6

Maryland, USA (2024)California, USA (2023)

Seoul, Korea (2025)
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Safety & Reliability are a Key Barrier to 
H2 Deployments

Survey at 2021 DOE Hydrogen Summit 
shows that safety and reliability 
dominate the key barriers to public 
acceptance and market adoption.

7

 2023 U.S. National Hydrogen Strategy 
identifies:

 Reliability & risk assessment as key needs 
for enabling deployments.

 Education: 100,000 new jobs by 2030
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Now we have the technology, but we do 
have some problems…
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Norway fueling station explosion, June 2019
10 stations shut down for investigation 

H2 storage system explosion in Gangneung, Korea, May 2019 

Bus & Station Fire, Bakersfield, CA, Aug 2023

Bus fire, Chungju, Korea, Dec 2024
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And it’s not just safety: the $100M 
problem is reliability
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South Korea, September 2024 

California USA, Aug. 2024 

USA, Nov. 2024 

Seoul, Korea, May 2025 
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Bad approaches to dealing with potential 
failures (risk) & safety questions
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We sent the good 
welder this time

We will address 
[reliability/safety/risk] 
after it’s built

Of course it’s 
safe, I designed it

We need to convince the 
public that it’s safe

It hasn’t failed yet

What about the 
blimp in 1937?
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Reliability engineering & risk 
analysis are part of the solution
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2010-2014 2015 2017 2019 2021 2023 2025

HyRAM 
algorithm

QRA for H2 
separation 

distances in NFPA 2

ISO 19880-1 
incorporates QRA 

and HyRAM for 
safety distances 

& more

Public release of 
HyRAM 1.0

QRA for H2 indoor 
fueling for NFPA 2

H2FC Forklift QRA

Pipeline 
corrosion model

LH2 On-site 
storage QRA

BaNTERA pipeline 
excavation damage 

model 

PHM & QRA Data 
requirements for 

LH2 storage

LH2 fueling 
station QRA

SIPPRA algorithms

PEM 
Electrolyzer 

QRAs

Selected projects: 15 years of enabling safer 
hydrogen equipment & pipeline deployments

H2 Storage Risk 
& Reliability 
Gap Study

12

HyCReD fueling reliability 
data collection framework
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Major research activities include:

 Risk assessment (QRA) to establish codes & standards 
requirements

 Reliability & risk assessment (QRA) to establish risk 
tolerability & dominant risk contributions & mitigations

 Prognostics & health monitoring to enable reliability 
prediction and intervention

 Reliability modeling & failure analysis

 Reliability data collection to set priorities
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HyRAM+: Making hydrogen safety science 
accessible through computational tools

First-of-its-kind integration platform for state-of-the-art hydrogen safety models 
& data - built to put the R&D into the hands of industry safety experts

Core functionality:
• Quantitative risk assessment (QRA) 

methodology 
• Frequency & probability data for hydrogen 

component failures
• Fast-running models of  hydrogen gas and 

flame behaviors
Key features:
• GUI & Mathematics Middleware
• Documented approach, models, algorithms
• Flexible and expandable framework; 

supported by active R&D Free at http://hyram.sandia.gov

14
K. M. Groth and E. S. Hecht. Mar. 2017. "HyRAM: A methodology and toolkit for Quantitative 
Risk Assessment of hydrogen systems." International Journal of Hydrogen Energy 42.

Copyright, Katrina Groth, 2025



Impact: QRA enabled safe deployment 
of hydrogen systems

 QRA enabled the first US & International codes for H2 
infrastructure

 NFPA2 Ch. 7: Established GH2 separation distances (SAND2009-
0874)

 NFPA2 Ch. 10: Calculated risk from indoor fueling (SAND2012-
10150)

 NFPA2 Ch. 5: Enabling Performance-based compliance option 
(SAND2015-4500)

 ISO 19880-1 Ch. 4: Developed consensus approach for defining 
specific mitigations (e.g., safety distances) using regional criteria & 
requirements (2016)

 ISO 19880-1 Annex A: Developed safety distance & mitigation 
examples (2017)

15Copyright, Katrina Groth, 2025
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Quantitative Risk Assessment of hydrogen releases in a 

hydrogen fueling station with LH2 storage
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Qualitative Analysis: 
Design realistic high-
capacity station & FMEA

H2 Release Models: 
Develop fault trees for H2 
release scenario 

Consequence Analysis:
Fatal Accident Rate & 
Average Individual Risk

Event Sequence Models: 
model undesired scenario 
progression

Objective:  Perform 1st full QRA on a high-capacity hydrogen fueling station 
with liquid hydrogen storage (LH2), high-pressure cryogenic compression, 
and temperature control through GH2 and LH2 mixing.

Results:
Fully documented QRA to act as a baseline for safety of a 
liquid storage high-capacity H2 fueling station
- Most significant risk contributors: 

- Cryogenic pump releases, H2 sensor failure, 
Vaporizer ruptures, Filter ruptures, Valve fail. to close

- FAR: 1.24 × 10−1/𝑦𝑒𝑎𝑟
- AIR: 3.41 × 10−5/𝑦𝑒𝑎𝑟 
- (< 10−4 AIR threshold of EIHP2)

Implications & Impact:
- Provide basis for using QRA to enable reliability, 

siting, and standards development for liquid storage 
high-capacity H2 fueling station

- Inform industry and stakeholders about risks and 
mitigation options for LH2 station designs and 
technologies.

- Demonstrated AIR within risk-tolerability zone.

C.Schaad, S. Mosleh, R. Yang, K. Groth, “Quantitative Risk Assessment of hydrogen releases in a hydrogen fueling 
station with liquid hydrogen storage,” International Journal of Hydrogen Energy, vol. 112, pp. 111–120, Mar. 2025. 
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QRA of a hydrogen fuel cell forklift
 Over 40,000 H2 fuel cell forklifts 

currently operating in the U.S. 

 QRA study to identify failure causes, 
release scenarios, probabilities and 
consequences of a hydrogen fuel cell 
forklift.
 Building off QRA method applied for indoor 

hydrogen dispensers (used in NFPA 2)

 QRA method integrated three major 
data sources & validated H2 
consequence models: HyRAM, CCPS 
PERD, OREDA

FMEA

FT analysis

Generic H2 forklift system design

Basic event frequencies

Total risk (FAR, AIR) 

Event sequences Release & flame 
simulations

Component Risk Reduction 
Worth

17Al-Douri, A., Ruiz-Tagle, A. & Groth, K. A Quantitative Risk Assessment of Hydrogen Fuel Cell 
Forklifts. Int’l Journal of Hydrogen Energy 2023. Doi: 10.1016/j.ijhydene.2023.01.369

Shows extended types of impactful outputs 
possible from using QRA:
Calculated worker risk (FAR) and compared to 

U.S Gov’t (BLS) data for industrial truck & 
material handling occupation fatalities.
 Identified most risk-significant components using 

importance measures analysis – potential to 
inform design modifications and/or codes and 
standards.
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Evaluating the risk trade-offs of pressure 
relief devices in hydrogen systems

Establish risk management needs by 
identifying PRD incidents

Define probabilistic failure models 
for PRDs installs on hydrogen 
systems

Assess the risk provided by PRDs in 
fueling station and evaluate trade-
offs

Objective: Define a probabilistic failure model for pressure relief devices (PRD) 
installed in hydrogen services to assess the risk trade-off they provide. 

- Previous studies have shown that PRDs do not 
receive the attention they need in regard to risk. 

- Hydrogen introduces new challenges, and there are 
no models to evaluate the risk of PRDs

Implications & Impact:
- First of its kind in analyzing PRD risk profile, allowing 

the balance between risk control vs risk provided
- Inform industry and stakeholders about risks and 

mitigation options for PRDs
- Inform Code & Standards Committees on when to use 

PRDs as risk control mechanism. 

A. Jimenez and K. M. Groth, “Hazards Associated with Pressure Relief Devices in Hydrogen 
Systems,” Journal of Loss Prevention in the Process Industries, vol. 91, p. 105380, Oct. 2024.
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Early insights from QRA on H2 electrolyzers

Copyright, Katrina Groth, 2025 S. E. Wismer, A. Jimenez, A. Al-Douri, V. Grabovetska, and K. M. Groth, “PEM 
Electrolyzer Failure Scenarios Identified by Failure Modes and Effects Analysis 
(FMEA),” IJHE, Nov 2024.

FMEA
FT analysis

Lab-scale PEM electrolysis system

Scenario Analysis & Total risk (FAR, AIR) 

Event sequences Release & flame simulations

Importance measures analysis

Objective: Conduct QRA for an electrolyzer system to inform hydrogen technology development and QRA development to 
support hydrogen risk mitigation measures. In addition, the project seeks to identify input data gaps for hydrogen system 
QRA and any additional R&D needs in this topical area. 

• Water supply and separation is the highest 
contributor to # of high-risk scenarios leading 
to an H2 release. 

• Electrolysis and O2 production contribute to 
nearly 60% of # of high-risk scenarios leading 
to H2-O2 mixing. 

• For an H₂ release, jet fires are twice as likely to occur 
vs. explosions.

• The most risk-significant events for H2 releases are:
• External and internal leakage of hydrogen in 

hydrogen-water separator
• Flow restrictions of the non-return and solenoid 

valves connecting the two gas-water separators
• External leakage of hydrogen from non-return 

valve, backpressure regulator, and piping in H2 
production

Early QRA results for electrolyzers 
show the importance of:
• Mechanical integrity and leak detection for 

electrolyzer stack, gas-water separators and 
valves

• Preventing freezing, plugging (flow 
blockage) in valves in H2-Water separation

• Increased interior volume and/or venting of 
H2 from the enclosure of the system

• In terms of frequency, H2-O2 mixing is the most 
frequently-occurring top event in electrolyzer 
operations (between a H2 release, O2 release, and 
H2-O2 mixing)

𝑷𝒓𝒕𝒉𝒆𝒓𝒎𝒂𝒍 𝒉𝒂𝒓𝒎 = 𝟐. 𝟓𝟔 × 𝟏𝟎−𝟐𝟐

𝑷𝒓𝒐𝒗𝒆𝒓𝒑𝒓𝒆𝒔𝒔𝒖𝒓𝒆 𝒉𝒂𝒓𝒎 = 𝟎. 𝟗𝟓
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Quantitative Risk Assessment of the Safety and Reliability 
of Proton Exchange Membrane Electrolysis for Hydrogen 
Production at Nuclear Power Plants

Copyright, Katrina Groth, 2025
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Task 1: 
Conduct a failure modes 
and effects analysis on 
the PEM electrolyzer 

Task 2: 
Develop fault trees by 
functional group for risk 
critical scenarios

Task 4: 
Simulate and incorporate 
consequence simulations 
into ESDs

Task 3: 
Create event sequence 
diagrams to model 
undesired consequences

Objective: 
Establish technical foundations and processes for assessing the safety of hydrogen production in nuclear power plant (NPP) applications by 
conducting and documenting a comprehensive QRA on a proton exchange membrane (PEM) electrolysis facility coupled to a NPP.

Expected Results:
- Fully documented QRA for the 

safety and reliability of the PEM 
electrolyzer coupled to the NPP

- Identification of the most risk 
significant components from the 
PEM electrolyzer design 

- Risk informed PEM electrolyzer 
design and layout 
recommendations

Impact:
- Ensure that siting the nuclear and 

hydrogen facilities together does not 
impose undue risk through making 
early stage design and layout 
recommendations

- Enable a transition to decarbonized 
nuclear hydrogen production, at scale, 
to support transportation, industrial 
manufacturing, and energy storage



Cryogenic pump reliability project:
Objective & Motivation

 Objective: Develop mechanistic & computational 
understanding of the failure modes, behaviors, and 
mechanisms for cryogenic pumps and develop reliability 
models and methods to predict when these events will occur.

21

Model development and 
reliability analysis

Data gathering and 
evaluation

Advanced monitoring 
and maintenance 

practices

Available studies Activity logs

Data analysis

PHM model

SIPPRA model Plug hydrogen storage and handling facility

Event sequence diagram

Fault tree Bayesian network
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Developed data-driven model for predicting cavitation from 3+ 
years of data with a handful of cavitation events

22

Cavitation data-driven machine learning 
model

• Model is uncovering cavitation events that were undetected 
• Cavitation events can be detected minutes earlier than previous algorithm
• This analysis uncovered a timing mismatch in maintenance records -- customer is 

correcting the record reporting.
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Hydrogen fueling 
stations

Health state modeling for 
the components of the 

system

A methodology for Risk and Reliability Prognostics

applied to Hydrogen Fueling Stations

This methodology will monitor system risk and estimate remaining useful life (RUL) of 
critical components, enabling more reliable operation and efficient maintenance planning 

Research objective:  Create a framework for system-level health state and risk 
prognostics on energy systems by fusing system understanding, causal logic and 
process data

Causal modeling of risk-
relevant events

SIPPRA:
Systematic 

Integration of PHM 
and PRA framework 

for diagnosis and 
prognostics

Computational and 
mathematical 
architecture 

Methods Case study & Data Results

Develop SIPPRA as a 
software package and 
integrate into control 

system 

Online system 
monitoring

System understanding 
and logic modeling 

• +2 years of process data and 
maintenance records

• System design & documentation



SIPPRA Example: day-to-day operations – 
risk monitoring of an oil & gas vapor 
recovery unit

Moradi, Ramin, Sergio Cofre-Martel, Enrique Lopez Droguett, Mohammad Modarres, and Katrina M. 
Groth. "Integration of deep learning and Bayesian networks for condition and operation risk monitoring 
of complex engineering systems." Reliability Engineering & System Safety 222 (2022): 108433.

24

Our new methods can dynamically monitor the risk of complex engineering systems

Hydrogen system case study coming soon
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Research defining a Hydrogen Component 
Reliability Database (HyCReD)

Evaluated existing H2 
safety data collection tools

Defined requirements for 
HyCReD

Developed system-specific H2 
fueling station decomposition

Defined hydrogen-specific 
component failure modes

Developed & validated HyCReD 
structure

• Static data fields

• Failure event data fields

• Maintenance event data fields

• K.M. Groth, A. Al-Douri, M. West, K. Hartmann, G. Saur, W. Buttner. “Design 
and Requirements of a Hydrogen Component Reliability Database (HyCReD),” 
International Journal of Hydrogen Energy, 51D, pp. 1023–1037.

25
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“Failures are the accidental experiments that contribute 
to the engineer’s experience…. Finding the true causes 
of failure often takes as much of a leap of the analytical 
imagination as original design concepts.”

-- Henry Petroski, To Engineer Is Human: The Role of Failure in 
Successful Design, 1992.
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Principles: Why QRA?

Willful ignorance 
(pessimism or optimism)

Comprehensive 
risk picture
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Key takeaways & Closing thoughts

• Systems must be engineered for safety & reliability

• QRA & Process Safety enable hydrogen system 
safety

 Need to scale-up QRA analysis as the industry 
matures to enable mitigation of early 
design/deployment issues

 Opportunities to partner – what can we do together to 
advance the state of knowledge?

28

Advances in risk analysis & reliability engineering for 
hydrogen systems will continue to drive the industry forward
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Center for Risk and 
Reliability

Thank you!

Prof. Katrina Groth
kgroth@umd.edu

University of Maryland
Reliability Engineering
Center for Risk and Reliability

SyRRA Lab: http://syrra.umd.edu

Center for Risk and Reliability: 
http://crr.umd.edu

Active research is supported by multiple sponsors. 

The views expressed in this presentation are those of the author and 
do not reflect the official policy or position of the sponsors.
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